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https://twitter.com/MoNDefense
https://news.usni.org/2022/01/24/2-u-s-aircraft-carriers-now-in-south-china-sea-as-chinese-air-
force-flies-39-aircraft-near-taiwan

https://ec.europa.eu/trade/policy/in-focus/eu-china-agreement/; https://www.usnews.com/news/
world/articles/2022-02-28/eu-plans-summit-with-china-on-april-1-to-address-tensions
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https://www.wsj.com/articles/u-s-on-sidelines-as-china-and-other-asia-pacific-nations-launch-
trade-pact-11641038401
https://greenfdc.org/chinas-two-sessions-2022-what-it-means-for-economy-climate-biodiversity-
green-finance-and-the-belt-and-road-initiative-bri/
https://www.cfr.org/global-conflict-tracker/conflict/territorial-disputes-south-china-sea
https://www.theguardian.com/world/2022/apr/30/the-china-solomons-security-deal-has-been-
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https://www.fmprc.gov.cn/eng/zxxx_662805/202205/t20220531_10694928.html
https://blogs.microsoft.com/on-the-issues/2021/12/06/cyberattacks-nickel-dcu-china/;
https://www.microsoft.com/security/blog/2021/12/06/nickel-targeting-government-
organizations-across-latin-america-and-europe/
https://www.microsoft.com/security/blog/2022/04/12/tarrask-malware-uses-scheduled-tasks-for-
defense-evasion/

https://attack.mitre.org/techniques/T1053/
https://www.microsoft.com/security/blog/2022/07/26/malicious-iis-extensions-quietly-open-
persistent-backdoors-into-servers/
https://www.microsoft.com/security/blog/2021/02/11/web-shell-attacks-continue-to-rise/
https://www.timesofisrael.com/in-rare-criticism-of-irgc-rouhani-slams-anti-israel-slogans-on-
test-missiles/; https://www.theguardian.com/world/2017/may/05/iran-president-hassan-rouhani-
nuclear-agreement-sabotaged; https://d207 1andvipOwj.cloudfront.net/184-iran-s-priorities-in-a-
turbulent-middle-east_1.pdf; https://www.aljazeera.com/news/2016/3/9/iran-launches-ballistic-
missiles-during-military-drill; https://www.usatoday.com/story/news/world/2015/04/25/iran-
yemen-weapons/26367493/; https://www.armscontrol.org/blog/ArmsControlNow/2016-03-14/
The-Iranian-Ballistic-Missile-Launches-That-Didnt-Happen; https://www.reuters.com/world/
middle-east/iran-parliament-approves-most-raisi-nominees-hardline-cabinet-2021-08-25/;
https://www.reuters.com/world/middle-east/iran-parliament-approves-most-raisi-nominees-
hardline-cabinet-2021-08-25/ ; https://www.france24.com/en/live-news/20210825-iran-s-
parliament-approves-president-s-cabinet-choices
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https://www.reuters.com/world/middle-east/iran-parliament-approves-most-raisi-nominees-hardline-cabinet-2021-08-25/
https://www.france24.com/en/live-news/20210825-iran-s-parliament-approves-president-s-cabinet-choices
https://www.france24.com/en/live-news/20210825-iran-s-parliament-approves-president-s-cabinet-choices
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inintelligence-operations; https://www.proofpoint.com/us/blog/threat-insight/badblood-ta453-
targets-us-and-israeli-medical-research-personnel-credential; https://miburo.substack.com/p/
iran-disinfo-privatized?s=r.
https://www.reuters.com/business/energy/iran-says-israel-us-likely-behind-cyberattack-gas-
stations-2021-10-30/
https://www.tasnimnews.com/en/news/2021/11/05/2602361/us-military-action-off-the-table-
iranian-general

BRI RETXT ProxyShell il (CVE-2021-26855, CVE-2021-26857, CVE-2021-26858 F1 CVE-
2021-27065, CVE-2021-34473) {&%h Exchange RS3E8. IHLAb, iBSHMEXD Fortinet FortiOS SSL
VPN 2SR,
https://docs.microsoft.com/en-us/microsoft-365/commerce/manage-partners?view=0365-
worldwide
https://www.microsoft.com/security/blog/2022/06/02/exposing-polonium-activity-and-
infrastructure-targeting-israeli-organizations/
https://www.microsoft.com/security/blog/2022/06/02/exposing-polonium-activity-and-
infrastructure-targeting-israeli-organizations/
https://www.secureworks.com/blog/lyceum-takes-center-stage-in-middle-east-campaign
https://www.microsoft.com/security/blog/2021/11/18/iranian-targeting-of-it-sector-on-the-rise/
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/manage-updates-
baselines-microsoft-defender-antivirus?view=0365-worldwide
https://docs.microsoft.com/microsoft-365/security/defender-endpoint/cloud-protection-
microsoft-defender-antivirus
https://docs.microsoft.com/microsoft-365/commerce/manage-partners?view=0365-worldwide
https://www.marketwatch.com/story/kim-jong-un-calls-for-improved-living-conditions-in-north-
korea-01633920099

https://www.bbc.com/news/world-asia-59845636
https://kcnawatch.org/newstream/1650963237-449932111/respected-comrade-kim-jong-un-
makes-speech-at-military-parade-held-in-celebration-of-90th-founding-anniversary-of-kpra/
https://www.theguardian.com/world/2021/aug/06/north-korea-homes-wreckeddamaged-and-
and-bridges-washed-away-in-floods
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https://www.reuters.com/world/asia-pacific/nkorea-mobilises-office-workers-fight-drought-amid-
food-shortages-2022-05-04/
https://www.washingtonpost.com/world/asia_pacific/north-korea-kim-
pandemic/2021/09/08/31adfd74-ff53-11eb-87e0-7e07bd9ce270_story.html
https://news.yahoo.com/china-halts-freight-train-traffic-102451425.html
https://www.cnn.com/2022/05/11/asia/north-korea-covid-omicron-coronavirus-intl-hnk/index.
html
https://www.csis.org/analysis/number-north-korean-defectors-drops-lowest-level-two-decades
https://www.aljazeera.com/economy/2022/5/20/north-korea-shuns-outside-help-as-covid-
catastrophe-looms

Jan-Philipp Hein: "FES AEEHRARIBIRREZ T, XELRBT Wirecard BEREBME",
FOCUS Online, (2022) https://www.focus.de/politik/vorab-aus-dem-focus-volle-kontrolle-ueber-
zielcomputer-das-raetsel-um-die-spionage-app-fuehrt-ueber-wirecard-zu-putin_id_24442733.
html; Sugar Mizzy : "B H&FF 7 KB BRMFIRIEZRAS ‘Subzero’ HIELD" , Europe-cities (2021)
https://europe-cities.com/2021/12/17/we-unveil-the-subzero-state-trojan-from-austria/ ; Andre
Meister : "FAI BT 7 RERMFIFEZRADS 'Subzero’ BIELZY", Netzpolitik.org (2022)https://
netzpolitik.org/2021/dsirf-wir-enthuellen-den-staatstrojaner-subzero-aus-oesterreich,
IEUNEAIAGRAE RS HRY, £ ER / XEEBIRFA~—ERRE DSIRF ZFE{EER
—ExR /X, BAERSEERELN.
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https://www.cnn.com/2022/05/11/asia/north-korea-covid-omicron-coronavirus-intl-hnk/index.html%0a
https://www.aljazeera.com/economy/2022/5/20/north-korea-shuns-outside-help-as-covid-catastrophe-looms
https://www.aljazeera.com/economy/2022/5/20/north-korea-shuns-outside-help-as-covid-catastrophe-looms
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https://www.focus.de/politik/vorab-aus-dem-focus-volle-kontrolle-ueber-zielcomputer-das-raetsel-um-die-spionage-app-fuehrt-ueber-wirecard-zu-putin_id_24442733.html
https://www.focus.de/politik/vorab-aus-dem-focus-volle-kontrolle-ueber-zielcomputer-das-raetsel-um-die-spionage-app-fuehrt-ueber-wirecard-zu-putin_id_24442733.html
https://europe-cities.com/2021/12/17/we-unveil-the-subzero-state-trojan-from-austria/
https://netzpolitik.org/2021/dsirf-wir-enthuellen-den-staatstrojaner-subzero-aus-oesterreich
https://netzpolitik.org/2021/dsirf-wir-enthuellen-den-staatstrojaner-subzero-aus-oesterreich
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