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Build Al Agents 1
Securely Without
Losing Momentum

Deliver scalable, compliant, and
performant Al apps and agents—
without the security tradeoffs or
infrastructure bottlenecks

Al is scaling fast—and so are
the threats that follow
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agents businesses will
have by 20282

of Al-related breaches

of organizations are by 2027 will stem from
developing or planning improper use of generative
custom generative Al apps' Al across borders?

Shift left—Security starts in your code

Given all the emerging challenges, developers must lead the charge in embedding security,
compliance, and responsible Al practices from day one. So, how can you help protect data
pipelines, manage access, and ensure traceability across the Al lifecycle?

Here is your playbook for building secure, compliant Al:
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Apply secure-by-default Design models with Automate discovery
data handling and explainability and and classification of
guardrails governance built in sensitive data
to prevent oversharing and ensuring traceability for across environments
exposure in Al workflows. compliance and audits. with dynamic policies.
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Embed security from the start Partner early with security

by integrating Al agent identity and compliance teams

validation, vulnerability testing, and secure- to build resilient, regulation-ready
by-default practices into development Al systems—without slowing
workflows—so risks are addressed before innovation or delivery.

code reaches production.

Unity security. Simplity governance.
Stay ahead of the curve.

While your team is cranking out code, spinning up agents, and shipping
features, security still has to keep up—uwith threats, compliance rules,
and a whole lot of unknowns.

The best solutions
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Catch risks early Lock down data Keep everything

(before they catch you) without slowing devs down compliant
even the weird edge cases

Protect cloud and Al from
code to runtime

Start secure and stay secure with Microsoft

Microsoft Defender Microsoft Microsoft
for Cloud Purview Foundry

Continuous threat Data security & Responsible Al &
detection & protection governance built-in content safety

Read the full quidance

Staying ahead means @
securing Al now.

| "Accelerate Al transformation with strong security: The path to securely embracing Al adoption in your organization,” Microsoft.
2 Microsoft Work Trend Index Survey 2025.
3 "Gartner Predicts 40% of Al Data Breaches Will Arise from Cross-Border GenAl Misuse by 2027," Gartner.

©2025 Microsoft Corporation. All rights reserved. This document is provided “as is.” Information and views

expressed in this document, including URL and other internet website references, may change without notice.

You bear the risk of using it. This document does not provide you with any legal rights to any intellectual Bl n A .
property in any Microsoft product. You may copy and use this document for your internal, reference purposes. [ | | Microsoft Securlty



https://info.microsoft.com/ww-landing-protect-against-ai-challenges.html?lcid=en-us
https://info.microsoft.com/ww-landing-protect-against-ai-challenges.html?lcid=en-us
https://urldefense.com/v3/__https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/msft-security-for-ai-whitepaper-with-signature.pdf__;!!IfJP2Nwhk5Z0yJ43lA!MjK7PFHbwZLZ98m8ZbnIC8s5K67INRvfsAifU-qUlpl74ftBHE_WFx0RMirUJhZYO_O01bLJv4kR99TTQ-Z2zpx2fA$
https://news.microsoft.com/annual-work-trend-index-2025/
https://urldefense.com/v3/__https:/www.gartner.com/en/newsroom/press-releases/2025-02-17-gartner-predicts-forty-percent-of-ai-data-breaches-will-arise-from-cross-border-genai-misuse-by-2027__;!!IfJP2Nwhk5Z0yJ43lA!MjK7PFHbwZLZ98m8ZbnIC8s5K67INRvfsAifU-qUlpl74ftBHE_WFx0RMirUJhZYO_O01bLJv4kR99TTQ-YjWt1a7Q$



Accessibility Report



		Filename: 

		MSFT_Build_AI_Agents_Securely_Without_Losing Momentum_Infographic_Final_V2.pdf






		Report created by: 

		Jiaan Co


		Organization: 

		





 [Personal and organization information from the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.



		Needs manual check: 2


		Passed manually: 0


		Failed manually: 0


		Skipped: 1


		Passed: 29


		Failed: 0





Detailed Report



		Document




		Rule Name		Status		Description


		Accessibility permission flag		Passed		Accessibility permission flag must be set


		Image-only PDF		Passed		Document is not image-only PDF


		Tagged PDF		Passed		Document is tagged PDF


		Logical Reading Order		Needs manual check		Document structure provides a logical reading order


		Primary language		Passed		Text language is specified


		Title		Passed		Document title is showing in title bar


		Bookmarks		Passed		Bookmarks are present in large documents


		Color contrast		Needs manual check		Document has appropriate color contrast


		Page Content




		Rule Name		Status		Description


		Tagged content		Passed		All page content is tagged


		Tagged annotations		Passed		All annotations are tagged


		Tab order		Passed		Tab order is consistent with structure order


		Character encoding		Passed		Reliable character encoding is provided


		Tagged multimedia		Passed		All multimedia objects are tagged


		Screen flicker		Passed		Page will not cause screen flicker


		Scripts		Passed		No inaccessible scripts


		Timed responses		Passed		Page does not require timed responses


		Navigation links		Passed		Navigation links are not repetitive


		Forms




		Rule Name		Status		Description


		Tagged form fields		Passed		All form fields are tagged


		Field descriptions		Passed		All form fields have description


		Alternate Text




		Rule Name		Status		Description


		Figures alternate text		Passed		Figures require alternate text


		Nested alternate text		Passed		Alternate text that will never be read


		Associated with content		Passed		Alternate text must be associated with some content


		Hides annotation		Passed		Alternate text should not hide annotation


		Other elements alternate text		Passed		Other elements that require alternate text


		Tables




		Rule Name		Status		Description


		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot


		TH and TD		Passed		TH and TD must be children of TR


		Headers		Passed		Tables should have headers


		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column


		Summary		Skipped		Tables must have a summary


		Lists




		Rule Name		Status		Description


		List items		Passed		LI must be a child of L


		Lbl and LBody		Passed		Lbl and LBody must be children of LI


		Headings




		Rule Name		Status		Description


		Appropriate nesting		Passed		Appropriate nesting







Back to Top


